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REMnux: A Linux Toolkit for Reverse-
Engineering and Analyzing Malware

What is REMnux?

REMnux is a Reverse Engineering and Malware Analysis toolkit that analyzes malware in a safe
environment. REMnux is an Ubuntu-based Linux distribution that contains many tools for analyzing
malware on Linux and Windows. This tool is an open source and is widely used by reverse engineers and
malware analyst for forensic investigation and critical security incidents. As a Digital Forensics/Incident
Response standpoint, REMnux is an essential toolkit to analyze malware during an incident and can
perform static or dynamic analysis in a sandbox environment. The distro is lightweight which mean it

runs smoothly on your virtual software. This tool can be used during a containment phase of the IR
lifecycle.



Main Features:

REMnux has several features that are included on a cheat sheet once is installed. In the cheat sheet, it
includes a documentation of all the tools that have been tested by the developers and are useful for
examining malware. They made a list because it makes it easier to know what tool would be the proper
one to use when an incident is timed. Most of the tools are command-line based and some of them are
applications that run in the GUI. According to REMnux documentation, the tools are broken down into
several categories:

o Examine browser malware

e Analyze malicious document files

o Extract and decode suspicious artifacts

¢ Handle laboratory network interactions

e Review multiple malware samples

e Examine the properties and contents of suspicious files
e Investigate Linux and Windows malware

e Perform memory forensics

Tool Demonstration

In this section, | will demonstrate some of the tools in the list that are useful as a forensic analyst. I’11 be
going over some tools not covered in class and try to use at least one tool per category. Before |
demonstrate the tools, | want to cover briefly on how to install and configure Remnux as your malware
lab.

Download and Install Remnux

You can download REMnux from their website which takes you to this link:
https://docs.google.com/uc?id=0B6fULLT NpxMampUWIBCQOXVJZzA&export=download.
Unfortunately, this file cannot be scanned in VirusTotal because the file is over 256MB. However, my
Bitdefender anti-virus did not detect malware, so | assume this file is safe.

Google Drive can't scan this file for viruses.

remnux-6.0-ova-public.ova (2.0G) is too large for Google to scan for viruses.
Would you still like to download this file?

Download anyway

The file remnux-6.0-ova-public.ova is a virtualization format that is meant to run in a virtual machine. If
you are using VirtualBox, you click on the file and then click import appliance.


https://docs.google.com/uc?id=0B6fULLT_NpxMampUWlBCQXVJZzA&export=download

N# Oracle VM VirtualBox Manager
File Machine Help

(,59 Preferences... Ctrl+G

(2] Import Appliance... Ctrl+1

[F} Export Appliance... Ctrl+E i
GF Virtual Media Manager... Ctrl+D

= Host Network Manager... Ctrl+W
\-d_}’_, Network Operations Manager...

“) Check for Updates...

A\ Reset All Warnings

W Exit Ctrl+Q

In the appliance settings, search for your REMnux file and then configure it as your virtual machine.

? X

< Import Virtual Appliance

Appliance settings

These are the virtual machines contained in the appliance and the suggested settings of the imported
VirtualBox machines. You can change many of the properties shown by double-clicking on the items and
disable others using the check boxes below.

Virtual System 1

%:E Name vm

= Guest OS Type Ubuntu (64-bit)

{3 cpu 1

¥ rRAM 4000 MB

) pvD

(¥ USB Controller

" Network Adapter Intel PRO/1000 MT Server (82545EM)

<> Storage Controller (IDE)  PIIX4
v \> Storage Controller (SCSI) Lsilogic
i virtual Disk Image  C\Users\diababash\VirtualBox VMs\vm\REMnuxV6-disk1.vmdk

D Reinitialize the MAC address of all network cards

Appliance is not signed

Restore Defaults Cancel

Once the virtual appliance is installed, you may run REMnux and it will take you straight to the Desktop
GUI view.
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This is the Desktop GUI and from here you can start using the tools by looking at the REMnux Cheat
Sheet.

AnalyzePDF.py

The first tool | want to start with is AnalyzePDF.py. This tool is a command that examines a malicious
PDF file and finds provide an overview of the PDF to determine if is infected or not.

The first thing you do is research on Google and find samples of infected PDF. | found one in
MalwareDomainL.ist website via zip file. When | downloaded, | checked in VirusTotal and here are the
results:



ClamAv

Cyren

eScan

F-Secure

GData

Kaspersky

McAfee

Qihoo-360

Symantec

TrendMicro

VIPRE

28 engines detected this file

SHA-256 cf02452c49479776d67d078cb905c3636c75dbféccb3d5e0a3535e7beab73c84
File name bm[1]zip
File size 4.25 KB

Lastanalysis  2018-11-20 22:22:47 UTC

Relations {\f\.

A Hacktool.Win32.Pidief.3!c

Community

15:Pdfex-gen [Expl]

HTML/Malicious.PDF.Gen

Pdf.DropperAgent-1563940

PDF/Trojan.UKAD-41

Exploit.CVE-2008-2992.Gen

Exploit.CVE-2008-2992.Gen

Packer.Malware.NSAnti.H

ExploitWin32.Pidiefaac

Exploit-PDFb

Win32/Trojan.Exploit.796

Trojan.Gen.NPE

TROJ_PIDIEFXTT

Exploit.PDF-15.Gen (v)

-

Arcabit

AVG

BitDefender

cMmC

Emsisoft

ESET-NOD32

Fortinet

lkarus

MAX

McAfee-GW-Edition

Sophos AV

Tencent

VBA32

ZoneAlarm

N -

Exploit.CVE-2008-2992.Gen,
PDF:Exploit.PDF-IS.AIB

15:Pdfex-gen [Expl]

Exploit.CVE-2008-2992.Gen

Generic.Win32.6f26580dc2!CMCRadar

Exploit.CVE-2008-2992.Gen (B)

15/Exploit.Pdfka.QNG

W32/Fareit.A

Exploit.Pidief

malware (ai score=86)

BehavesLike.Trojan.xc

Troj/PDFIs-0

Win32.Exploit.Pidief.Eddo

Exploit.Win32.Pidief.aac

Exploit Win32.Pidief.aac

This file can execute malware if you open the pdf so once | downloaded it, | switched the network adapter
to host-only adapter so is not connected to the internet or to my host machine. | opened the Downloads
folder and unzipped the file. | went to the terminal, typed the AnalyzePDF.py command and here is the

output:



4, remnux@remnux: ~/Downloads - x
File Edit Tabs Help

remnux@remnux:~$ cd Downloads/ [~
remnux@remnux:~/Downloads$ ls

bm[1].pdf bm[1].zip

remnux@remnux:~/Downloads$ AnalyzePDF.py bm\[1\].pdf

[+] Analyzing: bm[1].pdf
[-]1 Sha256: 3de44dc788cc675a33f245ab58668ab0ddec882a557cd91c0e62a00f0@7ebbbhaf
[-]1 JavaScript count.......: 2
[*] That's a lot of js ...
[-]1 Open Action............: 1
[-] AcroFarm...............: 1
[-] Total Entropy..........: 7.522007
[-]1 Entropy inside streams : 7.949078
[-]1 Entropy outside streams: 5.466383
[-1 (1) page PDF

[-] Total YARA score.......: O
-] Total severity score...: 13
[-] Overall score..........: 13

['] HIGH probability of being malicious
remnux@remnux:~/Downloads$ I

This PDF file indicates that the probability of this file is highly malicious. It outputs a sha256 hash to
validate and detected two JavaScript code. This command can be useful for investigating a suspect’s drive
that contains pdf files and may be malicious. It is also useful before you open any files during the
investigation.

Fakedns & Inetsim

The next tool demonstration is how to use fakedns and inetsim. Fakedns acts a DNS server on REMnux
and inetsim simulates network services in a lab environment. It requires to have a Windows machine that
points to Remnux as a router. Once they can talk to each other, then it would get all the request that
Windows use for Internet. The first screenshot is configuring your network configuration on Windows.

Internet Protocol Version 4 (TCP/IPv4) Properties x
General

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C) Obtain &n IP address automatically
(@) Use the following IP address:

IP address: 192,168, 2 . 2
Subnet mask: 255 .255.255. 0

Default gateway: 192 .168. 2 . 1

Obtain DS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: 192 .168 . 2 . 1

Alternate DNS server:

|

[Nvalidate settings upon exit P

Cancel

Once the Windows machine is configured, then you configure the REMnux network settings.



4, remnux@remnux: ~/Downloads - o x
File Edit Tabs Help

remnux@remnux:~/Downloads$ ifconfig [~]
docker® Link encap:Ethernet HWaddr 56:84:7a:fe:97:99
inet addr:172.17.42.1 Bcast:0.0.0.0 Mask:255.255.0.0
UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:® overruns:® frame:0
TX packets:0 errors:0 dropped:@ overruns:® carrier:o
collisions:0 txgueuelen:®
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

ethe Link encap:Ethernet HWaddr 08:00:27:91:9a:35
inet addr:192.168.2.1 Bcast:192.168.2.255 Mask:255.255.255.0
inet6 addr: fe80::a00:27ff:.fe91:9a35/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:47039 errors:0 dropped:® overruns:@ frame:0
TX packets:25346 errors:0 dropped:® overruns:® carrier:@
collisions:0 txgueuelen:1000
RX bytes:23374887 (23.3 MB) TX bytes:2866951 (2.8 MB)

lo Link encap:Local Loopback
inet addr:127.0.8.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:4612 errors:0 dropped:® overruns:0 frame:0
TX packets:4612 errors:@ dropped:® overruns:@ carrier:0
collisions:0 txgueuelen:®
RX bytes:359012 (359.0 KB) TX bytes:359012 (359.0 KB)

remnux@remnux :~/Downloads$ JJ

Once is configured, you can perform the command inetsim to start simulating the network services.

remnux@remnux: ~/Downloads

File Edit Tabs Help

remnux@remnux :~/Downloads$ inetsim (~]
INetSim 1.2.8 (2018-06-12) by Matthias Eckert & Thomas Hungenberg
Using log directory: /var/log/inetsim/
Using data directory: /var/lib/inetsim/
Using report directory: /var/log/inetsim/report/
Using configuration file: /etc/inetsim/inetsim.conf
Parsing configuration file.
Configuration file parsed successfully.
=== INetSim main process started (PID 15731) ===
Session ID: 15731
Listening on: 192.168.2.1
Real Date/Time: 2018-11-21 14:47:46
Fake Date/Time: 2018-11-21 14:47:46 (Delta: 0 seconds)
Forking services...
* https_443_tcp - started (PID 15734)
* pop3_110_tcp - started (PID 15737)
ftps_990_tcp - started (PID 15740)
http_80_tcp - started (PID 15733)
smtp_25_tcp - started (PID 15735)
smtps_465_tcp - started (PID 15736)
pop3s_995_tcp - started (PID 15738)
ftp_21_tcp - started (PID 15739)
done.
Simulation running.

* % ¥ ¥ ¥ ¥

Once the simulation is running, you can run the command fakedns.
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remnux@remnux: ~

File Edit Tabs Help

remnux@remnux:~$% fakedns
pyminifakeDNS:: dom.query. 60 IN A 192.168.2.1

Once you see this output, go back to your Windows machine and start browsing the web like typing
www.google.com

s INetSim default HTML page X =+
&« c @ Mot secure | google.com
This 1s the default HTML page for INetSim HTTP server fake mode.

This file is an HTML document.

In Google Chrome, when you search for google.com it returns a message indicating that you a going
through fake HTTP server. If you go back to Remnux, you see the results after you entered google.com.

- remnux@remnux: ~
File Edit Tabs Help

remnux@remnux:~$ fakedns

pyminifakeDNS:: dom.query. 60 IN A 192.168.2.1

Respuesta: google.com. -> 192.168.2.1

Respuesta: tlu.dl.delivery.mp.microsoft.com. -> 192.168.2.
Respuesta: tlu.dl.delivery.mp.microsoft.com. -> 192.168.2.
Respuesta: tlu.dl.delivery.mp.microsoft.com. -> 192.168.2.
Respuesta: tlu.dl.delivery.mp.microsoft.com. -> 192.168.2.
Respuesta: au.download.windowsupdate.com. -> 192.168.2.1
Respuesta: google.com. -> 192.168.2.1

Respuesta: www.gstatic.com. -> 192.168.2.1

Respuesta: ctldl.windowsupdate.com. -> 192.168.2.1
Respuesta: clients2.google.com. -> 192.168.2.1

Respuesta: tlu.dl.delivery.mp.microsoft.com. -> 192.168.2.1
Respuesta: time.windows.com. -> 192.168.2.1

Respuesta: accounts.google.com. -> 192.168.2.1

Respuesta: ctldl.windowsupdate.com. -> 192.168.2.1
Respuesta: update.googleapis.com. -> 192.168.2.1

[

I’m not sure why it outputs in Spanish because this VM is configured in English. Respuesta means
response for the DNS query. DNS queries run in port 53 UDP. These responses are what outputs from the
Windows machine. While analyzing the responses, www.gstatic[.]Jcom seems to be odd. According to
HowToRemove, gstatic is probably a virus that redirects to gstatic[.]Jcom. The Windows machine is not
connected to the Internet so at least the virus will not be spread across my network. As an Incident
Response perspective, this tool can be useful to trick the victim’s machine and you can analyze what the
user is trying to do. This information is valuable for evidence to collect and analyze what the user was
trying to visit.


http://www.google.com/

Vt-Tool.py

The next tool | want to demonstrate is the vt-Tool.py command. This command allows to determine the
name of the malware by querying to VirusTotal. | can use the same malicious PDF file hash to determine
the name of the malware and what category falls into. To identify the category, you must include the hash
of the malicious file. To make it easier, | went back to VirusTotal and submit the malicious PDF. Under

the details, you find different types of hashes. | copied the SHA-1 hash. The file name has relations to
bm[1].zip which is the original PDF file I analyzed for the first command tool.

)

A
. and ¢more
M

N,
%,
N,
k!
. ,

.
- b

- hY
pdf-zloba7z ™ Ay
.“H\ 1_1
.H-H'\-\ \_‘
D imprimir.pdf
bm[1]zip
34 engines detected this file
% SHA-256 3de44dc788cc675a33f245ab5868ab0ddec882a557cd91c0e62a00f07ebbeba f
File name imprimir.pdf
File size 4.89 KB
Last analysis 2018-09-05 11:03:27 UTC
34/ 61 . I

CD[TI'I'LIHIT.}" score +27

Detection Details Relations .):C community ()

Basic Properties ©
MD5 6f26580dc2463551413ba1c283f29bf8
SHA-1
File Type PDF

Magic PDF document, version 1.3

55Deep 96:W0G10BwJh5TSzCDe85Gx07 +0KXJCB1ZESTWsVQDbuES4zbMtgW0G2mJh9SzCDe8XERSCB 1o0U/VUhSW

TRID Adobe Portable Document Format (100%)

File Size 4.89 KB

Once | copy the hash, then | paste it in the terminal and execute the vt-Tool.py command.



File Edit Tabs Help
remnux@remnux:~/Downloads$ vtTool.py -hash 4cb@aa®el83658b4beebdb2ca®58ddddb4262259

N N=———a—a—a
BN BN ON(NEENN-DN| BN/ ON(EN| Bm/mm
‘- H- NN m lm m
‘- W M| 'SNEEEN - ‘ERNEEN - DENEEER
[ H H IL I| IL I L I| V@ . 9 . 3

Find the name of the evil
Robby Zeitfuchs, Mark Lawrenz
Copyright (c) 2013-2015

- scanner malware classification ---
ransomware:
dropper:
exploit:
downloader:
riskware:
rootkit:
worm:
trojan:

KeeRroRrRLre

- average detection rate ---
count hashes: 1
totalscanner: 61

positives: 34

- scanner malware family determination ---
Most frequent word: pidief (count=10)
Second most frequent word: expl (count=2)

remnux@remnux:~/Downloads$ [

Most of the results indicates the PDF as an exploitation file. 61 detection software was scanned and 34
came positives. The most common word is pidief so it assumes that is the name of the malware. Most of
the detections scanned as and exploitation for CVE-2008-2992.

Exploit.CVE-2008-2992.Gen,
A‘ PDF:Exploit.PDF-J5.AIB

This vulnerability is associated with Adobe util.printf() Buffer Overflow. According to NIST, (November
4,2008) “Stack-based buffer overflow in Adobe Acrobat and Reader 8.1.2 and earlier allows remote
attackers to execute arbitrary code via a PDF file that calls the util.printf JavaScript function with a
crafted format string argument, a related issue to CVE-2008-1104.” The vulnerability score is 9.3 which
is a high impact if is executed. As a Forensic Analyst, being able to identify this vulnerability is crucial so
you can notify the client and make sure patching is in place immediately.

Thug.py

The last tool | want to demonstrate is the thug.py command. This tool is used to analyze suspicious
websites and investigate lines of codes to identify signs of malware. You may analyze any website you
want if you are curious to see a specific website that is strange. I’ll be analyzing a safe website, but it
communicates with malware. The domain is called Mail.ru which is hosted in Russia.
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\0. MYIP.MS

Hosting Info, Websites & IP Database

Products

Hosting Companies” ~

Login | Reagister 1 |

mail.ru

Whois Lookup

\Websites = Blacklist/'IP Database  ~

Interesting

v Sitemap’ T

Whois Web Hosting Information for website - mail.ru -

Hosting Info for Website:

Popularity:

IP Address:

Linked IPv6 Address:

IP Location:

IP Reverse DNS (Host):

Top Level Host Usage:

Hosting Company / IP Owner:

Owner IP Range:

Owner Address:

Owner Country:

Owner Phone:

Owner Website:

Owner CIDR:

Whois Record Created:

22855 13,000,000 visitors per day

mail.ru

2,562 sites use XXX.mail.ru as IP Reverse DNS

94.100.176.0 - 94.100.183.255 (2,048ip) Other Sites on IP =

Leningradskiy Prospect, 47, Build 2, 125167 Moscow Russia
== Russia

+7 495 7256357

corp.mail.ru

29 Nov 2010
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23 November 2018, 15:32:35

#35 position in world sites rating

Hide Map »

5]

* Websiite [Live
Liagram_

..,
. " CLICK HERE 2>>

354 & Alex:
404
454
50+
554

A3 Ae18 18 o8

See also:



File Edit Tabs Help
remnux@remnux:~%$ sudo
[2018-11-23 15:34:19]
[2018-11-23 15:34:20]
[2018-11-23 15:34:20]
[2018-11-23 15:34:20]
[2018-11-23 15:34:20]
[2018-11-23 15:34:20]
[2018-11-23 15:34:20]
[2018-11-23 15:34:20]
[2018-11-23 15:34:21]
[2018-11-23 15:34:21]
html,

}
img {

}

thug.py --verbose mail.ru
[window open redirection] about:blank -> http://mail.ru
[HTTP] URL: http://mail.ru (Status: 200, Referer: None)
[HTTP] URL: http://mail.ru/ (Content-type: text/html, MD5: ©37b@71d83fd
<meta charset="utf-8"/>
<meta content="text/html; charset=utf-8" http-equiv="Content-Type"/>
<link href="//1limg.imgsmail.ru/s/images/favicon/favicon.v3.ico" rel="sh
[link redirection] http://mail.ru -> http://limg.imgsmail.ru/s/images/f
[HTTP] URL: http://limg.imgsmail.ru/s/images/favicon/favicon.v3.ico (St
[HTTP] URL: http://limg.imgsmail.ru/s/images/favicon/favicon.v3.ico (Co
<style type="text/css">
body {

height: 100%;

margin: 0;

padding: 0;

font-size: 13px;

font-family: arial, san-serif;

border:none;

iframe {

}

.page-

position: relative;
left: -1000px;
width: @;

height: ©;
font-size: 0;
line-height: 0;

wrapper {
min-height: 100%;
margin-bottom: -30px;

* html .page-wrapper {

height: 160%;

.footer-placeholder {

height:
}

30px;

.portal-menu {

position: relative;
z-index: 999;

white-space: nowrap;
background: #168de2;

}

This command outputs a long line of code. From there you can start analyzing the domain. As a Forensic
Analyst, you would go through each line of code and check for any signs of malware. If you see
something odd or malformed, you may want to copy the code and debug it on a programming software.
This way you can run the code safely. After analyzing several lines of code, | found a suspicious domain

for top-fwz1[.]Jmail[.Jru
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ts.src = (d.location.protocol == "https:" ? "https:" : "http:") + "//top-fwzl.mail.ru/js/code.js";
var f = function() {

var s = d.getElementsByTagName("script")[0];
s.parentNode.insertBefore(ts, s);

}i

if (w.opera == "[object Operal]") {
d.addEventListener("DOMContentLoaded", f, false);

} else {

()

})(document, window, "topmailru-code"); < /script>
[2018-11-23 15:34:23] < script language = "javascript"
type = "text/javascript" >
//<![CDATA[
new Image().src = "//counter.yadro.ru/hit;mail-splash/pc?r" +
escape(document.referrer) + ((typeof(screen) == "undefined") ? "" :
";s8" + screen.width + "*" + screen.height + "*" + (screen.colorDepth ?
screen.colorDepth : screen.pixelDepth)) + ";u" + escape(document.URL) +
";" + Math.random();
/11>
< [script>
remnux@remnux:~$ |

| searched the domain in VirusTotal and it seems to have 1 indication of malware.
One engine detected this URL

URL http://top-fwz1.mail.ru/
Host top-fwz1l.mail.ru [4

Downloaded file  24e480e4659fbas8188!

1 f 70 Last analysis 2018-11-2311:58:42 UT

Detection Details Community

Avira A Malware

Sometimes is not good to rely on the URL and I suggest analyzing what the URL has been
communicating with. The first communicating file is an Android APK which indicates a sign of Adware.
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& 34 engines detected this file °

5HA-256 5e85d5f5073c8ec9aed206d73882914d82b26a2dB8ad9fas9da3e7f7f16a082bc
APK File name 8b67301c00313e75949a915159003d98.virus
File size 5.47 MB
Lastanalysis  2018-11-22 17:21:38 UTC
Detection Details Relations -:. Behavior Community
Ad-Aware A Android.Adware.Agent.KX Aegislab A Trojan.Android0S.Generic.Clc
AhnLab-V3 A Android-Trojan/Fobus.Bc262 Antiy-AVL A Trojan/Android.Subspod
Arcabit A Android.Adware.Agent.KX Avast A Android:Agent-QPA [Trj]
Avast Mobile Security A Android:Agent-QPA [Trj] AVG A Android:Agent-QPA [Trj]
Avira A ANDROID/Spy.Agent.TV.Gen Babable A Malware.HighConfidence
Baidu A Android.Trojan.Agentat BitDefender A Android.Adware.Agent.KX
CAT-QuickHeal A Android.Agent WO Cyren A Android05/GenBL.8B67A01C!Olympus
DrWeb A Android.MobiDash.1 Emsisoft A Android.Adware.Agent.KX (B)
eScan A Android. Adware.Agent.KX ESET-NOD32 A avariant of Android/Agent.TT
F-Secure A Android. Adware.Agent Fortinet A Android/Generic.Z 5BF&C4!tr
GData A Android.Adware.Agent.KX lkarus A PUA.Android0S.Mobidash
K7GW A Trojan (004df7361) Kaspersky A HEUR:Trojan.Android05.5ubspod.e
MAX A malware (ai score=96) McAfee A Artemis!8B67A01C0031
NANO-Antivirus A Riskware. Android.MobiDash.efyura Qihoo-360 A Riskware.Android.Gen

This APK file indicates that is communicating with the URL | was analyzing from Mail.ru. Thug.py can
be useful as a Forensic Analyst if an incident was targeting to a compromised website. Analyzing
compromised websites are safe in a URL scanner. Is not recommended to enter the URL in a work
environment unless if you test it out in a separate virtual machine.

Conclusion

Using REMnux as DF/IR is essential for any incident that may involve with malware. REMnux has a big
list of commands that I didn’t demonstrate, and they are useful when you need to perform malware
analysis in a safe environment. REMnux can be useful in a Security Operation Center (SOC) for critical
security incidents. This toolkit would fit into the Incident Response (IR) lifecycle under Containment,
Eradication & Recovery phase. | like that REMnux is a package of useful tools all in one virtual machine.
From there, you can configure another VM host-only adapter that talks to REMnux, but no
communication outside to the Internet. There is a lot of documentation of how to use each of the tools
which are very helpful when you are learning malware analysis for the first time. The beauty of this
toolkit is open source, so anyone can start today learning about malware analysis and practice in your
home lab.
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