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Tool Demonstration: BurpSuite

Introduction: BurpSuite is a web penetration testing tool that can be used to intercept web traffic and
find vulnerabilities. This tool allows you to intercept data being sent between your browser and your web
application. The data that can be intercepted can include such as usernames and passwords. In this
demonstration, I'll be going through the steps of getting started using the interface and test a webpage.
The goal of this assignment is to show how easy and powerful BurpSuite is on intercepting credentials.
As a Web Penetration Tester is important to test your client web server to see if there are malicious code
on their web pages.
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Setting up BurpSuite:
If you have Kali Linux version 2 and up, BurpSuite should be included in your tool

library. If you are using Ubuntu, you can download it using the following steps:

a) Make sure you have java updated. Use the following command: sudo apt-get install openjdk-
8-jre

b) Click this link to download Burp Suite for Linux and Windows:
https://portswigger.net/burp/communitydownload

c) Once is downloaded on your computer, enter the following command: sudo bash
path/to/download/file

d) Then the BurpSuite wizard should appear and follow the steps to install it
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https://portswigger.net/burp/communitydownload

Using BurpSuite GUI:

Burp Intruder Repeater Window Help

The interface contains several options you can use while you are using the tool. As a beginner, is
a better focus on the main tabs of the interface:

Burp Suite Community Edition v1.7.35 - Temporary Project

Target | Proxy | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts

jsite map | Scope

| Filter: Hiding not found items: hiding C55. image and general binary content: hiding 4xx responses: hiding empty folders

Accept: #/%

Accept-Language: en-US,en:g=0.5
Accept-Encoding: gzip, deflate
Cache-Control: no-cache
Pragma: no-cache

Connection: close

@
http://detectportal firefox.com Host | Method | URL | Params | Status a|Llength | MIME type | Title | Comment
» 1 http:/fwww.iana.org http://detectportal firefo... GET Jsuccess. txt 200 379 text
< 7 T
Request | Response
Raw | Headers | Hex
GET /success.txt HTTP/1.1 A
Host: detectportal.firefox.com r
User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:52.0) Gecko/20100101 Firefox/52.0
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a) Use the temporary project since I'm using the free version

0 matches




Burp Suite Community Edition v1.7.35

@ Welcome to Burp Suite Community Edition. Use the options below to create or open a project.

Note: Disk-based projects are only supported on Burp Suite Profes

sional.

® Temporary project

© 6 0]

& BURPSUITE

COMMUNITY EDITION

New project on disk File Choose file...
Name
Open existing project Name | File
File Choose file...

Pause Spider and Scanner

Cancel Next

b) Go to your browser and set your proxy to manual using the default settings listening to port 8080



Preferences - Mozilla Firefox @ @ O

J £k Preferences x| +
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Connection Settings

Configure Proxies to Access the Internet
No proxy
Auto-detect proxy settings for this network
Use system proxy settings

@ Manual proxy configuration:

HTTP Proxy:| 127.0.0.1
Use this proxy server for all protocols
SSL Proxy:
FTP Proxy:
SOCKS Host:

SOCKS v4 (@ SOCKS v5
No Proxy for:

localhost, 127.0.0.1

Help Cancel

¢) Once is set, return to BurpSuite, go to your options on your interface to validate your proxy
configuration

Proxy Listeners

@
@ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.

l Add J Running | Interface | Invisible | Redirect | Certificate
€] 127.0.0.1:8080 Per-host
Edit
Remove [




Intercepting traffic on a web page:

a) Go to the Proxy tab and under Proxy, go to Intercept tab and switch Intercept on to off.
Then go to the browser and type in the URL: example.com

Example Domain x |+
€ (@ | example.com c Search B ¥

b5 ost Visited v ENSIVe >ecuri all Linux all Locs ali Tools . Exploit- IFcrack-n all Forums
S Most Visitedv [l Offensive Security S Kali Linux S Kali Docs % Kali Tools . Exploit-DB Wy Aircrack-ng glKali F

Example Domain

This domain is established to be used for illustrative examples in documents. You
may use this domain in examples without prior coordination or asking for permission.

More information...

b) Return to the interface and then click on the HTTP history under Proxy and you should
get information from example.com

[Target TPrcxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAIerfs ]

Intercept | HTTP history TWebScckets history T Options l

‘ Filter: Hiding €55, image and general binary content

#  4|Host | Method | URL | Params | Edited | Status | Length | MIME type | Extension | Title

1 http:/idetectportal firefox.com GET Jsuccess txt 200 379 text txt

2 http:/idetectportal firefox.com GET Jsuccess txt 200 379 text txt

3 http-/fexample.com GET Mavicon.ico 404 1603 HTML ico Example Domain
4 http-/fexample.com GET ffavicon.ico 404 1603 HTML ico Example Domain
< J

Request | Response
Raw | Headers | Hex

GET /favicon.ico HTTP/1.1

Host: example.com

User-Agent: Mozillas5.0 (X11; Linux xB6_64; rv:52.8) Gecko/20180101 Firefox/52.0
Accept: */%

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip. deflate

Connection: close




c) Here it shows a lot of information about the web page such as the URL, method and raw
information that contains your Operating System. This is a basic example of how you
can retrieve information about a web page which can be HTTP or HTTPS.

d) Now click the Intercept tab under Proxy and turn on the Intercept to test a web page that
can be intercepted.

Target | Proxy T Spider T Scanner Tlntruder T Repeate

J Intercept T HTTP history TWEbSDCkEE history T Options

Forward Drop | Intercept is an

e) Go to Firefox and enter in the URL: youtube.com

J Raw T Headers T Hex ]

GET / HTTP/s1.1

Host: youtube.com

User-Agent: Mozillas5.0 (X11; Linux x86_64; rv:52.08) Gecko/20180101 Firefox/52.0
Accept: text/fhtml,application/xhtml+xml,applicationfxml;q=0.9,%*/%;9=0.8
Accept-Language: en-US,en;g=08.5

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Reguests: 1

* Connecting... x | +

& ",

youtube.com

Most Visitedv [l Offensive Securit

f) The reason the page is not loading is that the website is being intercepted by the Burp
Suite.

g) If you click the Forward bottom, the web page will continue to load until it reaches to the
web page.



[ Forward | | Drop | Intercept is on [ Action

_[ Fl.awT Params T Headers T Hex |

POST SGTSGIAGI HTTR/1.1

Host: ocsp.pki.goog

User-Agent: Mozilla/s5.0 (X11: Linux x86_64; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,%/%;g=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Length: 75

Content-Type: application/ocsp-reguest

Connection: close

BIBGRERCOAR s b 2H6SHEUBE < e GG e PRyl - TH~6~BK < K26 r 61
D YouTube x | 4+
(© @& | https://www.youtube.com

5 Most Visited~ il Offensive Security e Kali Lir

2 YouTube

Search

» YouTubeTV

Catch up and watch new epi
Power on STARZ® with YouT

TRY IT NOW

h) At this point, you have successfully intercepted the web traffic from the user which

allows you to view additional information that may be useful for manipulating or
exploiting vulnerabilities.

This is how you use BurpSuite as a beginner to intercept traffic on web pages. If you are a web
penetration tester, this tool can be useful to test web applications on your target or the company that you
are auditing to find vulnerabilities that are critical to their web server. This tool can go further in details of
what you can do with the information you obtain from the web page. I’ll be using this tool for my demo
with some tricks that this tool can do. I plan to intercept DVWA web server and try to brute force it.



Brute Force Attack using DVWA

Many hackers use brute force attacks on system logins that passwords are complex. For the ones
that are not, they use a wordlist that contains weak and default passwords. In this tool demonstration, 1’11
be showing how to Brute force DVWA using BurpSuite.

I’ll be using SamuraiWTF because DVWA and BurpSuite are already installed and configured.
To install SamuraiWTF, go to:
https://sourceforge.net/projects/samurai/files/SamuraiW TF%203.0%20Branch/ and download the latest
version of Samurai-WTF as an iso. (If you have questions of how to install it on your VM, speak with me
and I will give you guidance)

Once you are ready to use SamuraiWTF. Open Firefox and enter in the URL: dwva/login.php and
you should see the login page of DVWA. Also, if you are already running BurpSuite, it already caught
URL information on your Target tab of the interface. Login to DVWA, the username is admin and
password is password.

Damn Vulnerable Web App (0 X | +

« > C [(i)ﬂ' dvwa/login.php e @ *] [

)
DVIWA

Username
admin

Password
2 This connection is not secure. Logins entered here
4 could be compromised. Learn More



https://sourceforge.net/projects/samurai/files/SamuraiWTF%203.0%20Branch/

Instructions

Setup

Brute Force

Command Execution

CSRF

Insecure CAPTCHA

File Inclusion

SQL Injection

SQL Injection (Blind)

Upload

XSS reflected

XSS stored

DVWA Security

PHP Info

About

Logout

Welcome to Damn Vulnerable Web App!

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main goals
are to be an aid for security professionals to test their skills and tools in a legal environment, help web
developers better understand the processes of securing web applications and aid teachers/students to
teach/learn web application security in a class reom environment.

WARNING!

Damn Vulnerable Web App is damn vulnerable! Do not uplead it to your hosting provider's public html folder or
any internet facing web server as it will be compromised. We recommend downloading and installing
onto a local machine inside your LAN which is used solely for testing.

Disclaimer

We do not take responsibility for the way in which any one uses this application. We have made the purposes of
the application clear and it should not be used maliciously. We have given wamings and taken measures to
prevent users from installing DVWA on to live web servers. If your web server is compromised via an installation
of DVWA it is not our responsibility it is the responsibility of the person/s who uploaded and installed it.

General Instructions

The help button allows you to view hits/tips for each vulnerability and for each security level on their respective
page.

You have logged in as ‘admin’

Now you are logged in as admin. Go to DVWA Security and make sure the security level is low which it
should be set to low already. Now, let’s go to Brute Force.

. Vulnerability: Brute Force

Home
Instructions | L o g | n
Setup |
Lsername:

| Password:
Command Execution |
CSRF | Login
Insecure CAPTCHA |

In here, you will have to make up a username and password for Brute Forcing. Now, go back to
BurpSuite and turn to Intercept on to capture the login. Enter the username admin, for password enter

password and click login.
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Target | fon | Spider | Scanner | intruder | Reppater | Sequencer | becader | Comparer | Extender | Options | Alerts | co2 + Damp Valnerable Web An (0 X

[ | TR history | webSockets histary | Op Jons |

< X @ [(I))P" dwwajvulnerabilities/brute/ - @ 3

#] Request to hitp://dvwa:B0 [127.42.84.2)

T d ( Drop [ e .,4,‘_] [ ean |) [Comment iz tem | 84) &P Your Firefox is critically out of date. An update is required to stay secure.  Update Now

Raw | Params | Headers | Hex y A, —~)
iET Jwvulnerabilities/brute/?userr A n d=p d&login=Login HTTR/1.1 D D
lost: dvwa /
Iser-Agent: Mozilla/S5.0 (X11; Ubuntu; Linux i886; rv:59.0) Gecko/20100101 Firefox/59.0

ccept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

«ccept-Language: en-US,en;g=0.5 T
ccept-Encoding: grip, deflsts Home Vulnerability: Brute Force
weferer: http://dvwasvulnerabilities/brute/ e
ookie: PHPSESSID=vcsgqssfecosdinomemik2jptl; security=low [_ogin
onnection: close Setup
Ipgrade-Insecure-Requests: 1 Usermame:

EEREN -

Password

Command Execution | | [weeerer

CSRF ("Login |

Insecure CAPTCHA |

Now look both and see that BurpSuite has successfully intercepted the Brute Force Credentials and you
notice that the DVWA web page is still loading the page. Now to Action tab and send it to the Intruder.

Jll.“.-l'i-| t T HTTP history TWEbSnckets history T Options 1

|ﬂ Request to http:/fdvwa:80 [127.42.84.2]

| Forward J | Crop J [ Intercept is on | | Action

_[Raw T Params T Headers T Hex ] Send to Spider

— - Do an active scan —
ET fvulnerabilities/brute/?username=admi n&_ Send to Intruder Chrl+l
fost: dvwa Send to Repeater Ctrl+R

Jser-Agent: Mozillayss.0 (¥11; Ubuntu; Linux
iccept: text/html,application/xhtml+xml, app]
‘ccept-Language: en-US,en;g=0.5
lccept-Encoding: gzip, deflate

eferer: http://dvwasvulnerabilities/brute/s
Zookie: PHPSESSID=vcsgqasfecoSdinomamikzipt]
Zonnection: close

Jpgrade-Insecure-Requests: 1

Send to Sequencer

Send to Comparer

Send to Decoder

Request in browser [
Elazer - AMF Testing

Blazer - AMF2ZXML Export

BElazer - Enable/Disable Security Manager

Send to SOLMapper

Then go to the Intruder tab and then click Positions

[Target 1 Proxy ] Spider ] Scanner ] Intruder ] Repeater 1 Sequencer ] Decoder ] Comparer ] Extender ] Options ]Aler‘ts ] coz ]

[l ® [[2 = _]
Target | Positions T Payloads TOptions ]

2 Payload Positions | Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are
assigned to payload positions - see help for full details.

Attack type: | Sniper M|

GET /fvulnerabilities/brute/?username=§admin§&password=Spassword§&login=5Loging HTTP/1.1 Al Add §
Host: dvwa r

User-Agent: Mozilla/S.0 (X11; Ubuntu; Linux 1686; rv:59.0) Gecko/20100101 Firefox/59.0 | Clear §
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-lLanguage: en-US,en;q=0.5 | Auto §
Accept-Encoding: gzip, deflate

Referer: http://dvwasvulnerabilities/brute/ | Refresh |
Cookie: PHPSESSID=BvcsgqB6fecSSdinemBm)k2jptls; security=8lows

Connection: close

Upgrade-Insecure-Requests: 1

The intruder allows you to edit the parameters of the request. While you edit the parameters, you can
manipulate it and then get the results you are looking for. What is highlighted are all the payloads from
the request. The payloads that need to be highlighted only are the username and the password. The first

11



thing you do is click Clear $ to remove what is highlighted. Then highlight the payloads which are admin

and password and manually add them one by one.

Attack type: |_ Cluster beamb

GET /vulnerabilities/brute/?username=§admin§&password=8password§filogin=Login HTTP/1.1
Host: dvwa

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux 1686; rv:59.0) Gecko,/20100101 Firefox/59.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://dvwa/vulnerabilities/brute/

Cookile: PHPSESSID=vcsgqS6fecSSdinom8mik2iptl; security=low

Connection: close

Upgrade-Insecure-Requests: 1

IS

| Add §
| Clear §
|. Auto §
|_ Refresh

Now they are highlighted, the request is ready for the next step. Make sure you change the attack type to
Cluster bomb because you are using two values for the attack which is the username and password. Once

is set, go to the Payloads tab.

Target | Positions | Payloads T Cptions ]

ZJ

You can define ane or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various

payload types are available for each payload set. and each payload type can be customized in different ways.

Payload set: |_ 1 J Payload count: 5

Payload type: | Simple list J Request count: 0

This payload type lets you configure a simple list of strings that are used as pavloads.

Paste admin
|4J administrator
Load ... root
lé test
| Remove | |userl

| Clear

| Add

Add from list ... [Pro wersion only]

In this tab, you will set your payloads using set 1 and 2. Set 1 will be for your username. You will use the
Simple list and under payload options, you can add or load a simple list of usernames. For this

demonstration. | added 5 common usernames. Now switch the payload set to 2.

12



[Target T Positions ]’ Payloads T Options ]

2

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various
payload types are awvailable for each payload set. and each payload type can be customized in different ways.

Payload set: |_ 2 J Payload count: &

Payload type: | Simple list J Request count: 30

2J
This payload type lets vou configure a simple list of strings that are used as payloads.

| Paste | |admin
— | administrator

| Load.. || root
———— |test

userl

| Remove J
—— | password

| Clear |

| add ||

Add from list ... [Pro version only]

In payload set 2, you will add the password list. You can load them from a wordlist like rockyou as an
example. For this demonstration, | added 6 common passwords manually. Now that both payloads are set,
you can click the intruder tab on the very top left of your interface and start the attack. There will be a
popup of Burp Intruder that the attack will be slow since I’m using the free version. Just click ok to
continue.
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i o Intruder attack 2 ) ) @)
Attack Sawe Columns

j Results T Target I Positions T Payloads T Options ]

‘ Filter: Showing all iterns |[l’| I
Request 4 | Payloadl | Payload2 | Status | Error | Timeout | Length | Comment
0 200 O O 5086
1 admin admin 200 8] O 5035
2 administrator admin 200 O O 5035
3 root admin 200 O O 5035
4 test admin 200 O O 5035
5 userl admin 200 8] O 5035
[ admin administrator 200 O O 5035
7 administrator administrator 200 O O 5035
8 root administrator 200 O O 5035
9 test administrator 200 O O 5035
10 userl administrator 200 O O 5035
11 admin root 200 O O 5035
12 administrator root 200 O O 5035
13 root root 200 O O 5035
14 test root 200 O O 5035
15 userl root 200 O O 5035
16 admin test 200 8] O 5035
17 administrator test 200 O O 5035
18 root test 200 O O 5035
19 test test 200 O O 5035
20 userl test 200 8] O 5035
21 admin userl 200 O O 5035
22 administrator userl 200 O O 5035
23 root userl 200 O O 5035
24 test userl 200 8] O 5035
25 userl userl 200 O O 5035
26 admin password 200 O O 5086
27 administrator password 200 O O 5035
28 root password 200 8] O 5035
29 test password 200 O O 5035
30 userl password 200 O O 5035

ELS TV

j Reguest T Response ]

j Raw T Params T Headers I Hex ]

GET svulnerabilities/brute/?username=admin&password=password&login=Login HTTR/1.1 A
Host: dvwa

User-Agent: Mozilla/5.0 (¥11; Ubuntu; Linux 1686; rv:59.0) Gecko,/20100101 Firefox/59.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://dvwasvulnerabilities/brute/

Cookie: PHPSESSID=vcsgqB6fecSSdinom8mik2iptl; security=low

Connection: close

Upgrade-Insecure-Requests: 1

|*

? = + = Type a search term 0 matches

Finished | |

This page displays the results of the Brute Force. Look closely at the length of each attempt. Most of them
are 5035 and some of them have different length, but there is one that has a unique length. The attempts
of 5086 are most likely the correct username and password because the length is unique from others. To
prove the credentials is correct, you can test it out on your target and see if it works.
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Vulnerability: Brute Force

Login

Lsermname:
admin
Password:

This test shows that the credentials you typed in the have logged in successfully.

Now that the attack is performed, and we saw the correct password login, this is how easy you
can brute force a web page login. If | was using Google Hacking Database and Shodan to find security
cameras or servers that are out there in the public with default passwords, | could probably brute force
easily using BurpSuite. Although, if you get a traceback, you can go to jail for breaking in. This tool is
very powerful and friendly to use. You must have a mindset of what are you trying to accomplish. Using
it properly, you will gain access to the system that you want to get in. As a Web Penetration Tester is
important to test Brute Force on your client’s web page to see if their password is in a word list like
rockyou. If so, you must report it to your client and provide recommendations of security best practice to
make sure your web server or web page is not compromised.
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